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Lonsultinm

Scopo di questo documento & mostrare la facilita dl’installazione di CASCADE VIRTUAL SHARK in
ambiente ESX e il suo utilizzo tramite CASCADE PILOT.

CASCADE VIRTUAL SHARK

Prima di tutto bisogna creare un interfaccia di monitoring per ogni virtual switch presente nel
infrastruttura ESX di cui si voglia monitore il traffico.

Andare su Configuration = Add Networking:

File Edit View Inventory Administration Plug-ins Help

ﬁ E] €Y Home p g8 Twentory b [l Inventory

g &
= [ [10a7.4886 dorothy 10 s nbttech com WMware ES), 4.1.0, 348481 | Evaluation (53 days remaining)
Server |
% Server 2 Getting Started  Semmary  Virtual Machines  Resource Allocation | Performance  Retlpd-MehbEn, Local Users & Groups  Events ' Permissians
Server 3 P 1
» Hardware | Wiew:  [Virtual Switeh
Health Status Networking
Processors
Memory wirtual Switch: vSwitchg Remave, Propertes
Sharage " Bhysical Adapiers:
v Metworking e « BB venich 1000 Full O

Storage Adapters
Metwork Adaphers Server 1 i1}
Advanced Settings Server 2 fu '}
Pawer Managemeant Server 3 5

Software I [ Management Netwark 2]

P
Licersed Features wmkdl : 10.17.48.86
Time Canfiguration
DS and Routing
Authenbcation Services
virtual Machine Startup fShutdown
Swapfile Locabion
urce Alocaton
Recent Tasks Name. Target or Status contains: = [Server Clear X
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Consulting

Selezionare virtual machine come tipo di connessione:

Metworking hardware can be partitioned to accommodate each service that requires comnectivity.

Connection Type
Metwork Access Connecton Types

Connection Settings P =
Summary ﬁ wirtual Machine
Add a labeled network to handle virtual machine network traffic.
T umMkernel

The VMkernel TCP TP stack handles traffic for the following ESXi services: VMware vMotion, iISCSI, NFS,
and host management.

Help I < Back I I Mext = I Cancel I

Al passo successivo selezionare il virtual switch dove sono connesse le macchine che si vogliono
monitorare, in questo esempio c’e un solo virtual switch con 3 macchine connesse :

virtual Machines - Network Access
Virtual machines reach networks through wplink adapters attached to virtual switches.

Connection Type Select which virtual switch will handle the network traffic for this comnection. You may also create a mew virtual switch
Network Access using the undaimed network adapters listed below.
Connection Settings
Summary " Create a virtual switch Speed
F B vmnicl Down Nane
~ W vmnic2 1000 Ful Nane
I~ & vmnic3 1000 Ful MNone
I~ B vmnict Down Mane
™ ®@ vmnics Down Nane
—p (& Use vSwitchO Spesc etworks
‘ F B vmnico 1000 Full 10,17.48.1-10, 17,49, 254
Preview:
Virtual Maching Port Groun Physical Adapters
WM Network 2 ! BB vmnico
Virtual Maching Port Groun
WM Network (=R
Vitkernel Bort
Management Network (o
wmkd : 10.17.43.86

Help I < Badk I MNext = Cancel
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Consulting

Creato il gruppo di porte bisogna assegnargli un nome ed una vlan, per monitorare sia il traffico
tagged e untagged la vlan da assegnare & la 4095 (all):

Settings
Use network labels to identify migration compatible connections common to two or more hosts.

Connection Type —Port Group Properties
MNetwork Access
Connection Settings Network Label: [Manitor o -

Summary

VLAN ID (Optional): [23 (3095)] (A E——

Preview:
Virbual Maching Port Group Physical Adaprers
Maonitor 0 @ W@ vmnico
VILAN TD: All {4095}
Virrual Machine Port Geoun

VM Network

Wikernel Porm
Management Nebwork
wmk0 : 10.17.48.86

(g

Help I < Back I Mext =

Il risultato finale e :

0, 348481 | Evabmation (S3 days remaiming)

Summary WVirtual Machines ce Allgcation | Performance ] Local Users & Groups = Events | Permissions

Health Stabas MNetworking Refresh AddMNetworking... Properties...
Processors
) wWirtual Switch: vSwitchd Remove... Properses..
S Wil Machne Port Grous Pirysacal Saooens
» Mebsorking £ W Mebwork o b—= B vonicD 1000 Full (=
Storage Adapters = 3 virtual machine(s)
Hetwork Adapbens Server 1 fie ]
Acvenced Setings Sarver 2 s
Pawvesr Mansgement | Sarver 3 )
§ W b | Dt

R | 53 Management Netwark (=X
Lcensed Featses | wmk0 : 10.17 48.86
Time Canfiguration 2
DS and Routng .
Authenbicaton Servioes AN BC: Al DS

wir sl Machine StartupShubdoswn
Wirtual Machine Swapfile Locabon
Seourity Profie

System Resource Allocaon
Adhvanced Settngs

MNew port group
=

Hame, Tangel or Siatus comBins: - Clear =
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Per effettivamente monitorare il traffico di tutto il virtual switch bisogna impostare la porta di
monitoring in promiscuous mode.

Selezionare le properties del vswitch :

File Edit Wiew Inventory Adminstration Plug-ins Help
I Bl [&y tome b g3 rwentory b B Twentory

& -
=] 10.17.48.86 dorothy10sbnbttech.com VMware ES 48481 | Ewabuation diays remamang)
Server 1
g Server 2 Getting Stamed | Summary | Virtual Mad ce Allocation | Pe
Server 3
2 Hardware | wiew: [Wirtusl Switch
PR MNetworking Refresh  Add Metworking,,.  Properties...
Frocessors
ey Wirtual Switeh: vSwitchg Rema @
Storages Wil Machine Port Groug Phyzical Adapters
* MEtworking 3 W Nebwork: (=B BB vmnicl 1000 Ful [=
Storage Adapters B 3 virtual machine(s)
Metwork Adapters Server 1 fi v
Advanced Setbngs Server 2 s
Pavser Mansgemant Server3 b -3
= Vhcernel Bort
Software 53 Management Netwark @
Licersed Features a
Time Canfiguration
DS and Rousng 2.
Authenlicaton Services
wirtual Machine: StartupShutdoswn
tual Machine Swapfile Location
Security Profie
System Resource Allocation
Advanced Satbngs |
Il [
Recent Tasks Name, Target or Slatus comains: - Claar =
ame | Target I 23 | me plet me -
N | Ta Status Details | Initiated by Requested Stad T | Start T ‘Completed T
=S e e e e e =

Selezionare la porta di interesse e cliccare su edit:

Configuration | Summary 1 e L Tanetes =)
T vSwitch 120 Ports el Monitor 0
& VM Network wirtual Machine ... VLAMN ID: All (A025)
<|Euuro Virtual Machine ... | —Effective Poices
—— Security
Promiscucus Mode: Reject
MAC Address Changes: Accept
Forged Transmits: Accept
Traffic Shaping
Average Bandwidth: - =
Peak Bandwidth: —
Burst Size: —
Fail and Load la
Load Balancing: Port ID
MNetwork Failure Detection: Link statiss only
MNotify Switches: Yes
Failback: Yes
Active Adapters: wmnicO
Standby Adapters: None |
_ aaa.. | =i ﬂl ) e | Unused Adapters: MNone il
~——
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Consulting

Infine dal tab security impostare accept nel promiscuous mode :

Promiscucus Mode: Clllaccept
MAC Address Changes: I |Accept = Ly
Forged Tramsmits: I |.-"--:|:3|:-'_ ;'

Ora il server ESX e pronto per l'installazione del pacchetto OVA della VIRTUAL SHARK APPLIANCE.

La VIRTUAL SHARK APPLIANCE, di default, ha due interfacce di management (di cui una
obbligatoria) un hard disk per il sistema operativo e una porta di monitoraggio . Si pud aggiungere
un hard disk aggiuntivo per il salvataggio dei file catturati e fino a 3 porte di monitoraggio quindi in
totale si possono monitorare fino a 4 vswitch ed i relativi server ad esso collegati.
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Consulting

Nel esempio qui sotto si € aggiunto un secondo hard disk e 2 schede aggiuntive di monitoring :

- Riverbed Virtual Cascade Shark - Virtual Machine Properties

Hardware IOpti-:-ns | B | Wirtual Machine Yersion: 7
— Memory Configuration
™ Show all Devices add... Remowve I
255 GB Memory Size: I 2 ﬁ I GB;I
Hardware | SUmmary | i
B Mazximum recommendead Far this
CIoINORS e | - Quest O3 55 GE,
d crus 2 54 56 H
E‘ Video card Video card Mazximum recommended For best
- ) A performance: 32756 ME.
= YMCI device Restricted 32 GE— ;
B Metwork adapter 1 Networkj:ng Machine el - gﬁgiﬁlég?c??&mﬁgéed For this
BB Metwork adapter 2 Metworking Machine i :
BB Mebwork adapter 3 ronitor O & Gk L o ML'lgugSﬁeggwqrgendEd Far this
BB mMebwork adapter 4 Monitor 1 - ' '
EF Mebwork adapter 5 Manitor 2 4 GE
{3 5CSIcontraller 0 L5I Logic Parallel
= Harddisk 1 Wirtual Disk 21EE
= Harddiskz Wirkual Disk 1 GE
512 MB
256 MB
125 MB
54 ME
32 MEB
16 ME
G MB
4 MB
Help | [a]4 Cancel |

A

Collegati in console e possibile inizializzare la macchina tramite un wizard e sostanzialmente
assegnargli un ip address per poter raggiungere 'appliance tramite 'interfaccia web o tramite il
CASCADE PILOT.
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CASCADE PILOT

Per collegarsi dal Cascade Pilot alla Virtual Cascade Shark cliccare su remote e poi su Add Probe:

. <

Home  TimeControl WatchesiEvents  Reporting | Remote Q

% @ @ G Expand Selection D 69 & % & pttach to Selected

Cascade Piot - o x

]
=

Qi Collapse Selection : 4% Detach from Selected
Add Probe  Probes Select All Disconnect  Web Import Files  ExportFiles || SelectAll  Close
5 Probes from Selected  Interface || into Probes  from Probes || on Probes  Selected “*Share Selected with ~
Probe Management Probe Selection Files View Selection
——{Devigsd] Filbs | © GetngStates 4 b | » Filters
% Local System Stan Search &
~#(Broadcom NetXireme Gigabit Ethernet Driver (Micros| ick-Start Video Tutorials SN
1 e () kel WAE LnacHTERRON (Microsofls P Introduction Drill Downs Time Control Time C Gy 20211
~®@ Juniper Network Cannect Virtual Adapter (Microsofts e P i i
et & min 31 sec : v
# Sun (Microsofts Packet Scheduler) Basic overview of How to navigate @ How to usi 2 G TCPUDP
@ Mware Virtual Ethernet Adapter (2) Cascade Pilot and its network traffic and Step Control to L ceaveb
features analyze trace files Back trace files
& VMware Virtual Ethernet Adapter Iy ol - & vor
_— | © € Other Applications
Watches ~= | Reporting Transa
S min 20 sec - 4 min & sec Analysi
Setting and using = How to create reports smin27se [ g
Watches to trigger and manage report =
=
events styles Usingseq - (Hffes
< i | diagrams =
— transactio ||
......... b
™ views | = E
1 Miews | Cascade Pilot Wireshark oL Wireles i
Sian Seaich and Shark Within AirPcap| -
3 min c 5 min 22 sec \ Analyzing
o i g traffic witk
1 €23 Recently Used Using Cascade Pilot Integration with the i e
with Cascade Shark world's top protocol
3] Bandwidth Over Time (1s - 1d) capture devices analyzer
(&) Network Usage by Traffic Type (1s - 1d)
[i}IP Conversations (15 - 1d)
3} Protocol Distribution - Bits (1 - 1) )
[&] Protocol Distribution - Bytes (1s - 1¢] i [ | Details
[3] Protocol Distribution - Packets (1s - 1d) Name Ip_web_lenta
1 3 Generic
© & 80211 Type [ wireshark Display Fiter |~
b 4l LAN and Networe L Filter String. | ip.addi==172.16.16.128
1 €3 Bandwidth Usage
3 Talkers and Conversafions —_—— = E—— ==

Dopo aver inserito le credenziali impostate, la sonda remota viene mappata come device
aggiuntivo:

4.1 Connect to Probe

Address * 132168.1.55 |z| Ao
X
Description
4
Credentialz <
User Name*  Jacopo Dacewmed=

| Remember password

Prosy

@ No proxy

2. 7 Ss—— G

_ Use system configuration

“1 Use custom configuration

~

0 Probe running on port 443
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Consulting

A gquesto punto Cascade Pilot potra utilizzare tutta la capacita di analisi sulle tre interfacce di
monitoring installate nel ESX server, come se fosse traffico catturato su una delle interfacce locali:

O 8 W < @B
Home

Time Contrel  \Watches/Events  Reporting | Remote

= = Sl e e TG

El

@ Collapse Selection

Add Probe Probes Select Al isconnect Web Import Files  ExportFiles || SelectAll  Close
= Probes from Selected  Interface into Frobes  from Probes | on Probes  Selected
Frobe Management Frobe Selection Files View Selection
{Dei Files || @ metting Staned ar
- 5 Local System
“® Broadcem NetXireme Gigabit Ethernet Driver (Micres| Video Tu
~® Intel(R) Wireless WiFi Link 4385AGN (Microsoft's Pay [nEodnehan Drill Downs T
~# Juniper Network Connect Virtual Adapter (Microsofts o e ey s
“® Sun (Microsofts Packet Scheduler) Basic averview of How ta navigate How to us
~® /Mware Virtual Ethernet Adapter (2) Cascade Filot and its network traffic and Control to
& \Mware Virtual Ethernet Adapter features analyze trace files trace files
w &) 192.162.1.55 as Jacopo
@Bl Trafhc Real Tlme Job Virtusl Device on mon2 |
@ monl (monl) Watches Reporting Transa
~# mon1 (mon1) Sl = e Analysi
@ mon2 (mon2) Setting and using How to create reports S min 27 se
Watches to trigger and manage report e
events styles SiEed,
= | diagrams
£ transactio
= e}
leaviiews e Cascade Pilot Wireshark Wireles
Star and Shark Within S o
= S in 22 sec Analyzing
M che traffic with
& &3 Recently Used Using Cascade Pilot Integration with the Eratsa
= S with Cascade Shark world's top protacol
[5) Bandwidth Over Time (15 - 1d) e e Rt
[5) Network Usage by Traffic Type (1
51 IP Conversations (1= - 1d)
[3) Pretocol Distribution - Bits (1
5] Protocol Distribution - Bytes (
[) Protocol Distribution - Packets ( )
& &3 Generie
& S 802.11
& &3 LAN and Network L
& €3 Bandwidth Usage
© €3 Talkers and Conversations

In questo esempio la mon0 e collegata ad un virtual switch dove risiedono tutti i server
dell’azienda.

Trascinando per esempio la Views ip conservation si hanno tutti gli ip che dialogano con i server
aziendali:

——— [Devigess] Fies | [ Getting Stared | © IP Conversabons 4
v % Local System 4 | [ Filters (None) ¥ |
“® Eroadeom NetXtreme Gigabit Ethernet Driver (Mic:
~® Intel(R) Wireless WiFi Link 4965AGN (Microsofts
@ Juniper Network Connect Virtual Adapter (Microsc
~® Sun (Microsoft's Packet Scheduler)
# Muware Virtual Ethernet Adapter (2)
@ Muiare Virtual Ethernet Adapter
v £192.162.1.55 as Jacopo o
oy, A1l Traffic Real Time Job
v @ mon( (monD)
[5)IP Conversations (17.53) (1s
«# mon1 (mon1)
@ mon2 (mon2)

End Point Bytes
10.0.00 _— 5.68M

192.168.1.2, /182.168.1.155 S 504.78K

d Conversation Bytes

ual Device on mon2
192.166.1.255-._ _~192.168.1.16 =

- 406.23K
60.00

192.168.1.12-_ __-192.168.1.162

£

<

(5%

192.168.1.40—_

192.168.1.17

[¥1=] 192.168.1.51

93.17.0.66

87.9.160.196

& Custom

I 3 Recently Used o
[2) Bandwidth Over Time (1s - 1d) 255.255.255.255 g
[3) Network Usage by Traffic Type (1s - 1d)

>

~182.168.1.24
I[ = T~192.168.1.52

192.168.1.152°" /0 - 224001

[Z) Protocol Distribution - Bits
(5} Protocol Distribution - Bytes
[5) Protocol Distribution - Packets ( / \
1> & Generic 182.168.1.20" Y192 163.1.13
> 3 802.11
I {:] LAN and Network 46.228.241.74
&> € Bandwidth Usage
5 Talkare and Cammarostinne Notes x|

192.168.1.18 83.166.170.213

198.60.236.2” \151.9.247.194
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Un'altra vista interessante e la tcp timing analisys dove vengono visualizzate tutte le connessioni
esistenti e i tempi di risposta:

% Eﬁ @ Expand Selection EE

@ Collapse Selection

Add Probe Probes Select All Disconnedt Web Select All
= Probes fromSelected  Interface on Probes
Probe Management Probe Selection Files View Selection
—(QDevigesy] Files | @ Getling Stated (€ IP Conversalions * (€ Pratocol Distribution - Byles | @ TCP Timing Analysis by TCP Connection * qb I
v ® Local System ||| Filters (None) ¥
# Broadcom N Gigabit
o i Wt et U Bk Drag a column header here to aroup by that column
@ Juniper Network Cannect Virl Client 1P ‘ client Port ‘ Server Ip Server Port Protocol e M L L AR et A
4 Sun (Miorosofts Packet Sche Bin] ] = = = = . - ]
~#® VMware Virtual Ethernet Aday 37.182.72.143 S7EES 192.168.1.17 443 web 1139.445 ms 118,445 ms 119.445 ms 224 us 243 Uus
@ YMware Virtual Ethernet Aday 152.166.1.17 36370 10.26.113.32 1352 Unknawn 10.033 ns 10.816 ns 5.368 ms 663483 ms 8.664462
v [B192.168.1.55 35 Jacopo 31.159.153.22 52415 192.168.1.16 815 Urknawn 355,998 ms 565,838 M5 145.158 ms 343 us 347 Us
% All Traffc Real Time Job Virt 192.166.1.16 3555 192.166.1.17 1352 Unknawn 174 us 965 us 140 us 493 us 3.185 ms
< mond (ment) 192.168.1.51 55757 192.168.1.2 22 ssH/TelneT 145 us 145 us 145 us 98 us 98 us
x 192.166.1.51 55182 10.26.113.32 0 web 10.168 n& 10.168 n 10.168 ns 1.315 ms 1.315 ms
e IP Conversations 192.168.1.51 55183 10.26.113.32 80 web 10.914 15 10.914 15 10.914 nE 212 us 212 us
s} Protocol Distribution - Byte 152.168.1.162 56072 192.166.1.17 443 web 1.72 ms 1.72 ms 1.72 ms 150 us 190 us
o} [TCP Timing Analysis by T\ || 1192 .168.1.162 56073 192.168.1.17 442 web 1.712 ms 1.712 ms 1.712 ms 148 us 148 us
< b 192.168.1.162 56074 192.168.1.17 443 web 1.706 ms 1.706 ms 1.706 ms 155 us 155 us
Rcoceioan 132.168.1.162 56075 132.168.1.17 443 Web 1.716 ms 1.716 ms 1.716 ms 161 us 161 us
| Views 192.168.1.162 56076 192.168.1,17 443 web 3.429 ms 3.429 ms 3.429 s 313 us 313 us
1%2.168.1.162 56077 192.168.1.17 1352 Urknown 807 us 1.131 ms 763 us 424 us 3.131 ms
FIE 192.168.1.1 40407 192.168.1.16 25 Email 242 us 247 us 226 us 9.937 ms 54,671 1E
& &3 5aL Al [[252.168.1.1¢ 3556 192.166.1.17 1352 Unknawn 267 us 971 us 151 us 1.097 ms 3.202 ms
1 &3 Talkers and Conversations 192.168.1.150 E0185 192.168.1.17 443 web 2.006 ms 2.006 ms 2.006 s 17.433 1 41.273 15
v G Performance and Errors 192.168.1.150 60167 152.166.1.17 443 web 2.287 ms 2.54 ms 2.054 ms 16.672527 56.616773
b Pt vl B i 2.47.165.383 50420 192.168.1.16 815 Urknawn 78.85 ms 78.85 s 78.85 s 865 Us 1.352 ms
>l 192.166.1.16 3556 192.166.1.17 1352 Unknawn 204 us 942 us 143 us 490 us 3.139 ms
192.168.1.16 3559 192.168.1.17 1352 Urknawn 91 us 127 us 83 us 10,201 1 505,991 ms
vi@TCe 192.168.1.163 2136 192.166.1.17 1352 Unknown 507 us 543 us 471 us 13 us 17 us
L&} TCP Timing Analysis by IF 192.168.1. 163 2137 192.168.1.17 1352 Urknawn 183 us 199 us 139 us 135 us 179 us
[} [TCP Timing Analysis by T 192.165.1.16 3560 192.165.1.17 1352 Unknown 137 us 157 us 134 us 1.003 ms 3.2 ms
TCP Wwindow Size Over Ti 132.1658.1.16 3561 132.168.1.17 1352 Unknown 103 us 1zz us 101 us 21.308 15 502.26 N5
TCP Flags Distribution (1: 192.168.1.155 3807 192.168.1.17 1352 Urknawn 215 us 215 us 215 us 756 us 3.084 ms
» & TCP Errors 2.47.118.90 53934 132.168.1.16 €15 Unknawn 81.281 n6 82.431 ns 73.132 ns 50.517 ns 144.956 ms W
- 23 Connections and Request: < >
&> €2 Round Trip Time v Hotes 2
< > | Current Selection: 17:58:03 - 18:01:03 (3 mins) @ 10 secs - Total Window: 17:58:02 - 18:01:09 - Drop After: 1 Day b

TCP Timing Analysis by TCF Connection on mond &k 17,57~ Selected Chark: TCP Connection Summary, Round Trip Time: and Service Response Time values

Per una scoprire le potenzialita di analisi di Cascade Pilot consultare gli articoli specifici .
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